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Chuyén gia tap huan Giéo vién
vé an toan mang va nang lwc thich &ng sé cho hoc sinh THCS

National Training Consultant for Teacher Training
on Cyber Safety and Digital Resilience for Lower Secondary Students

Dw an Nang cao An toan trén khdng gian mang cho thanh thiéu nién cé hoan
canh khé khan nam 2026-2027
Project: Cyber safety and digital resilience for youth in Northern Vietnam, 2026-2027



1. Diéu khoan chung/General Provisions

1.1. M6 ta cdng viéc/ Job information
Chtrc danh cong viéc: Chuyén gia tap huan Giéo vién ve an toan mang va nang
Title of consultancy: lwe thich ng sé cho hoc sinh THCS

National Training Consultant for Teacher Training on
Cyber Safety and Digital Resilience for Lower Secondary

Students
Don vi cha quan: Humanitarian Service for Children of Vietnam
Contracting Authority HSCV
Thoi gian: Tw thang 8 dén thang 12 nam 2026
Duration From Aug to Dec 2026
Dia diém: Hop tai Ha N&i va hoc trwe tuyén va tap huan truc tiép tai xa
Location Vat Lai, Ha Noi.

Office meeting in Hanoi and Online meeting and in person
training in Vat Lai Commune, Hanoi

Can bo phu trach: Ong Poan Tuan Diing (Quan ly van hanh chwong trinh)
Contract Supervision

1.2. Bon vi cha quan/ Contracting Authority

Diéu khodn tham chiéu (ToR) nay do HSCV xay dung va ban hanh, duwdéi sw giam sét cda 6ng
Poan Tuén Ddng- Quén ly van hanh chuwong trinh.

This Terms of Reference (ToR) is issued by HSCV AND will be overseen by Mr. Doan Tuan
Dung- Program Operations Manager.

1.3. Théng tin chung vé HSCV/ General Information about HSCV

Td chirc Humanitarian Services for Children of Vietnam (HSCV) la mét t6 chirc phi loi nhuan
c6 tru s& tai Hoa Ky da hoat dong tai Viét Nam trén 20 ndm. Cac dw &n ctia HSCV bao géom
nhiéu linh vwc khac nhau nhw: Co hdi hoc tap va hoc nghé; Nang cao co s& ha tAng cho
trwdng hoc va cac trung tam cong déng; Cai thién mirc sbng va diéu kién vé sinh tai cac vung
khé khan; Tao diéu kién tiép can cac dich vu cham séc sirc khde va cai thién phc loi tng
thé, ddng thoi thic day phat trién kinh té trong cac gia dinh tai cac dia phwong cla du an.
Théng tin thém vé HSCV va cac chwong trinh clia té chire cé thé dwoc tim thay trén trang web
cta HSCV: https://www.hscv.org/vi

HSCYV, short for Humanitarian Services for Children of Vietnam, is a US based NGO that has
been working in Vietnam for more than 20 years. HSCV’s projects span various sectors,
including: providing academic and vocational training opportunities; upgrading infrastructure
for schools and community centers; improving living standards and sanitation in disadvantaged
areas; facilitating access to healthcare services and enhancing overall well-being; while
simultaneously promoting economic development for families within the project’s local
communities. Further information about HSCV and its programs can be found on our website:
https://www.hscv.org/
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2. Théng tin ky thuat/ Technical provisions

2.1. B6i canh/ Context

Tai xa Vat Lai (Ba Vi, Ha Néi), 4p Iwc kinh té néng thén da thac déy lan séng di cw lao déng
dén céc thanh phé I&n, dé lai hon 50% tré em trong do tudi dén trwdng phai séng xa cha me
va chiu sy chadm séc clia 6ng ba. Nham bu d&p sy vang mat nay, phu huynh thwdng trang bi
dién thoai théng minh cho con em minh, song thé hé ngudi cham séc Ién tudi lai hoan toan
thiéu ndng lwc dinh huwéng va gidm sat an toan trwc tuyén. Loi dung 16 hdng gidm séat nghiém
trong do6, cac bang nhom téi pham c¢6 td chirc dang rao riét dich chuyén muc tiéu sang nhém
tré em tlr 11-15 tudi bang nhiéu tha doan tinh vi nhw du dé va Itra ddo qua mang. Trong béi
canh trwedng hoc Ia diém twa &n dinh duy nhét ctia cac em , d6i ngii gido vién dia phwong lai
chuwa dwoc dao tao bai ban d& nhan dién rdi ro va hd tro hoc sinh &ng phé véi ap lwc tam ly
hay bay Itra ddo mang. Thuwc trang nay d&t ra yéu cau cap thiét phai nang cao néng lwc thich
&ng sb va xay dwng co ché bdo vé chi dong tai cac trworng THCS trén dia ban. Dé gidi quyét
triét dé bai toan trén, HSCV trién khai Chwong trinh tap huén an toan trén khéng gian mang.
Nham da&m bao chét lwgng chuyén mén cao nhat, HSCV cé nhu cau hop tac véi cac chuyén
gia an toan mang uy tin dé cung trién khai chwong trinh nay.

Due to economic pressures in Vat Lai commune (Ba Vi, Hanoi), over 50% of children live away
from migratory parents and are cared for by grandparents. Although equipped with
smartphones, they lack online safety guidance as grandparents are tech-illiterate. Exploiting
this gap, organized crime syndicates target children aged 11-15 through sophisticated
grooming and scams. Meanwhile, local teachers are untrained to support students against
these digital threats. To address the urgent need for school digital safety , HSCV is launching
a cyber safety training program and seeks to collaborate with cyber security experts for its
implementation.

Hién nay, hé théng tai liéu va hoc liéu vé gido duc k§ ndng séng do cac co quan quan ly va
céc td chirc uy tin cta Viét Nam ban hanh da rat da dang, phong pha va dwgc thdm dinh
nghiém ngéat vé mat chat lwong. Nham tdi wu héa nguén lwc tai chinh va ké thiva hiéu qua kho
tang tri thire s8n ¢6, td chive HSCV sé huy dong mét chuyén gia gido duc cé kinh nghiém trong
dao tao gido vién an toan trén khéng gian mang. Chuyén gia nay sé chiu trach nhiém ra soat,
lwa chon va téng hop cac ngudn tw liéu chuan hoa dé thiét k& nén mot chwong trinh tap huén
chuyén biét, bam sat nhu cau thyc té cta gido vién va dac diém tam sinh ly cta hoc sinh Ira
tudi Trung hoc co’ s&.

Currently, the system of materials and learning resources on life skills education issued by
regulatory authorities and reputable organizations in Vietnam is highly diverse, rich, and strictly
appraised for quality. To optimize financial resources and effectively inherit this existing wealth
of knowledge, HSCV will mobilize a training consultant with experience in teacher training on
cyber safety. This consultant will be responsible for reviewing, selecting, customising, and
synthesizing standardized resource materials to design a specialized training program that
closely aligns with the practical needs of teachers and the psychological characteristics of
lower secondary school students.

2.2. Muc tiéu va pham vi tw van/ Objectives and scope of consultancy
2.1.1 Muc tiéu/ Objectives

Chuyén gia tw van sé tdng hop tai liéu tir cAc ngudn tai liéu vé an toan mang dang tin cay, da
dwoc thdm dinh va phé duyét dé thiét ké tai liéu tap huén va trién khai 02 khéa tap huan vé



an toan sé (téng th&i lwong 02 ngay lam viéc) cho 100 gido vién cét can dén tr 02 trwdng
THCS muc tiéu. Khéa tap huan hwéng téi viéc trang bi nang lwc toan dién cho gido vién dé
dat dwoc cac muc tiéu cu thé sau:

The consultant will consolidate training materials from trusted and endorsed sources to design
the training curriculum and deliver 02 digital safety workshops (with a total duration of 02
working days) for 100 core teachers from 02 target middle schools. This intervention aims
to comprehensively build teachers' capacities to achieve the following specific outcomes:

e Veé Kién thirc: Gido vién hiéu va nhan biét rd rang cac rdi ro, nguy co' an ninh mang hién
dai déi v&i hoc sinh trwc tuyén (bao gdm bay Iira ddo, tin gid tir Al, bat nat va du dé qua
mang).

Knowledge: Teachers are able to clearly identify and distinguish modern online risks and
threats confronting students (including cyber scams, Al-driven disinformation,
cyberbullying, and grooming).

e Vé Ky nang: Giao vién lam cha va thwe hanh thuan thuc cac bién phap phong tranh rui ro,
b&o mat théng tin tai khodn, an toan trén cac nén tang online, va bao vé quyén riéng tw s
cho ban than ciing nhuv khéng gian hoc dwdng. Bong thdi, gido vién c6 kha nang st dung
tai liéu ddo tao va van dung cac phwong phap phu hop dé xay dwng va té chirc cac hoat
doéng gido duc vé an toan sb.

Skills: Teachers proficiently practice and master preventive measures, data security
protocols, and digital privacy protection for themselves and the school environment. They
will also be able to apply training materials and relevant teaching methodology and
organise training sessions in the above topics.

2.1.2. Nhiém vu chinh cua cac chuyén gia nhw sau:

e Tham gia cudc hop trwc tuyén/trao ddi véi can bd HSCV va ban giam hiéu hai trudong dé
hiéu ddy dd vé nhiém vu va ky vong cta viéc tw van bao gdbm pham vi tap huén, thei gian
phu hop vé&i yéu cau dy an, tr d6 xay dwng chwong trinh/ké hoach tap huén chung.

e Khdo sat nang lwc gido vién trwdc va sau khi tap huan

e Nghién clu, xay dwng tai liéu tap huén va td chirc tap huén 2 ngay cho gido vién st
dung tai liéu va cac phwong phéap giang day

Main tasks of this TOR:

e Participate in online consultation meetings with HSCV staff and the leadership teams of
the two schools to fully understand the consultancy objectives, expected outcomes,
training scope, and project timeline, and subsequently develop relevant training plans
and curriculum.

Conduct training needs assessment of school teachers before and after TOT,

e Facilitate a two-day training workshop to equip teachers with the knowledge and skills to

effectively use the developed materials and apply relevant teaching methodologies.



2.3. San pham va khung th&i gian/Deliverables and Timeline of Key Activities
2.3.1 San pham (tat ca san pham dwoc trinh bay bang tiéng Viét)/ Deliverables (All
deliverables must be presented in Viethamese)

Phiéu khao sat niang lwc gido vién trwéc va sau tap huan: Training needs
assessment form for teachers before and after TOT.

Tai liéu tap huén: goém tai liéu tap huén, slide, tai liéu tham khéo, hwéng dan phuong
phép va hinh anh cac hoat dong trong tap huan

A set of training curriculum including training materials, handouts, reference materials,
methodology document and photographic documentation of workshop activities will be
delivered.

Chuwong trinh tap huén trién khai cho 2 trwéng, méi trweng 2 ngay, tbng sé 100 gido
vién dwoc xay dwng chi tiét.

In person training: Conduct a 2-day training program for 100 teachers from two
secondary schools, with 01 day of training delivered at each school.

H6 tror chuyén mén (Bao gém 1 hodc 2 bubi hé tro trwc tiép): cé thé dwoc yéu cau.
Professional Support (Including 01 or 02 in-person professional coaching sessions):
may be required.

B&o céo: Ban bao céo cudi cling téng hop céac két qua tap huén, va gop ¥ tir giéo vién
tham gia, giao vién cot can va lanh dao nha trwdng. Bao cao danh gia hoat dong an
toan so6 dwa theo muyc tiéu, két qua dau ra va danh gia trwde - sau tap huan: Cac hoc
vién nhan biét dwgc cac nguy co, rui ro trén, moi trwg‘rng §c‘>, Nam dwgc cac kién thu’c;,
ky nang phong, tranh rdi ro, cach giai quyét cac van de an toan so, ngudi hoc biet
hwéng giai quyét phu hop, biét s tai liéu dung phwong phap giang day phu hop.
Reporting: A final report shall consolidate the training results and feedback from
participating teachers, core teachers, and school leadership. The report will evaluate
the digital safety training against its objectives, expected outcomes, and pre- and post-
training assessment results, including participants’ ability to identify risks and threats in
the digital environment, acquire knowledge and skills to prevent and respond to online
risks, apply the training materials and appropriate approaches to addressing digital
safety issues.

Bang ké sé ngay lam viéc thwec té.

Timesheet: A detailed log tracking actual days worked.

2.3.2 Khung th&i gian cuaa cac hoat dong / Timeline of Key Activities:

ST | Néi dung cdng viéc Sb ngay Thoi gian dw kién
T Scope of work Number of days | Tentative timeline
No

1 | Téng hop tai liéu, xdy dwng chwong trinh 6.5

tdp huén va tap huén cho gido vién/
Customize learning materials, develop and
deliver training program




- Chuén bj va hop véi HSCV, dbi tac dé xéac 1
dinh nhu cdu tadp huén/Prepare for and meet
with HSCV and partners to conduct a training
needs assessment.

-Xay dung tai liéu va chuong trinh tap huén 2 3,5
ngay cho giao vién va hoc sinh THCS/Develop
2-days training program and training curriculum

- Tap huén tryc tiép/Deliver training 2
2 | B4o cao/Report 0.5
TONG CONG/Total 7

S6 ngay lam viéc ndi trén chwa tinh thdi gian hé tro chuyén mén néu dwoc yéu cau
(the above workdays do not include coaching support in case this delivery may be required)

Tw van sé dwoc tré phi tw van dwa trén sé ngay lam viéc, khoa tap huén, chuyén hé trg chuyén
mén thwe t& ma ho lam viéc va sé dwoc giam séat béi can bd ctia HSCV.

The consultant will be compensated on a consultancy fee basis, calculated upon the actual
number of working days, training courses, and field-based professional coaching trips
delivered, and will be directly supervised by HSCV staff.

3. Th&i han hop déng/Contract Timeline

Céc dich vu sé dwoc cung cap trong khoang thoi gian tir thang 8 ndm 2026 dén thang 12 nam
2026. Tw van can ndp bao céo téng két md ta cac cdng viéc da thuc hién vai tdng sb ngay
lam viéc cubi cung, két qué dwoc can bd HSCV xac nhan, nghiém thu khi két thac hop dong.

The services will be provided from August 2026 to December 2026. Upon contract completion,

the consultant is required to submit a final report describing the tasks performed, along with
the final total of actual working days and deliverables, subject to confirmation and acceptance
by the HSCV officer.

4. H6 so’ ctia Tw van/Profile of Consultant

Tw van can c6 bang Thac si & linh vic c6 lién quan, c6 kinh nghiém chuyén sau vé an ninh
mang va giang day vé an ninh mang.

The national Consultant must have master degree in a relevant field and intensive experience
in cyber security and online safety training

Kinh nghiém lam viéc véi cac chwong trinh an ninh, an toan trén khéng gian mang véi cac td
chire phat trién tai Viét Nam.

Proven experience working with educational institutions, development organizations in
Vietnam in cyber security, online safety.

Yéu cau vé Kién thirc va K§ nang/ Knowledge and Skills requirements



e Kién thirc chuyén sau: Am hiéu twéng tan cac bo tai liéu, khung nang lwc va chuong

trinh dao tao chuan hda vé An toan khéng gian mang (dac biét |a cac tai liéu da dwoc
cac co quan B, nganh hoac té chirc qubc té uy tin kiém dinh va ban hanh).
In-depth Expertise: Possess a comprehensive and thorough understanding of
standardized resource materials, competency frameworks, and training programs on
cyber safety (particularly those appraised and issued by Ministries, government
sectors, or reputable international organizations).

e Ky nang téng hop va chét loc: C6 nang lwc phan tich, lwa chon va hé théng hoa cac
khéi kién thirc, ki ndng cbt 16i tr cAc ngudn hoc liéu sdn c6 mot cach khoa hoc.
Synthesis and Distillation Skills: Demonstrate strong capabilities in analyzing,
selecting, and systematizing core knowledge and training skills from pre-existing
learning resources in a scientific manner.

e Nang luc thiét k& chwong trinh: Co tw duy sw pham linh hoat, kha nang dia phwong

héa va thich trng hoa tai liéu, dé chuyén déi ly thuyét thanh mét chwong trinh tap huan
mang tinh thyc t& cao; bam sat d&c diém tam sinh ly Itva tudi hoc sinh Trung hoc co
s& va dap ng chinh xac nhu cau thwc té cta gido vién tai dia phwong.
Training program Design Capacity: Proven pedagogical flexibility with the ability to
localize, adapt, and transform theoretical concepts into a highly practical training
program; closely aligning with the psychological characteristics of lower secondary
school students and precisely meeting the practical needs of local teachers.

e Thai do lam viéc tt: 1ang nghe tich cuc, kién tri, giao tiép than thién, cdi mé va san
sang hd tro' giao vién.

Excellent professional attitude: possessing active listening skills, patience, a friendly
and open communication style, and a strong willingness to support educators.

5. Thanh toan/Payment

Viéc tw van tuan tha cac dinh mdc chi trd va hwéng dan tai chinh cia HSCV. Phi chuyén gia
sé dwoc thanh toan bang hinh thirc chuyén khoan téi tai khoan ngan hang dwoc mé dwdi tén
cla ngudi tw van.

The consultancy services shall comply with HSCV’s cost norms and financial guidelines.
Consultancy fees will be paid via bank transfer to a bank account opened under the
consultant’s name.

Ung vién quan tm vui long g&vi hd so (rng tuyén, bao gébm CV thé hién kinh nghiém va nang
lwc chuy&n mén phi hop, dén Boan Tuan Diing qua dia chi email dung.doan@hscv.org truéc
17:00 (GMT+7), ngay 31 thang 7 nam 2026.

Interested candidates are invited to submit their application, including a CV demonstrating
relevant expertise and experience, to Doan Tuan Diing at dung.doan@hscv.org by 5:00 p.m.
(GMT+7) on July 31, 2026
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